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Getting started with CAAV

I Login

e Please proceed to the login screen via the URL below and enter your login ID and password.

https://portal.caav.jp/login

Continuous Assessment of Asset and Vulnerability

Welcome to CAAV!

User ID (E-mail address) *

Password *

If you do not have an account, please create one here.

© Mitsu Bussan Secure Directions, Inc. All ights reserved.

e Login requires two-factor authentication (password + a one-time password sent to your email).

e After entering your password, you will receive an email containing a one-time password. Please

enter the one-time password provided in the email to log in.
e The one-time password is valid for 5 minutes. Should it expire, please log in again.

e Youraccountis locked after repeated login failures. If it is locked, please contact your
administrator.

Enter One-Time Password

We have sent a one-time password to your registered e-mail
address. Please enter the one-time password in the e-mail

Back o login.

© Mitsui Bussan Secure Directions, Inc. All rights reserved.
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https://portal.caav.jp/login

Change account password

e To change your password, click "Change Password" in the icon menu at the top right.

=< Example Inc.

] Dbashboard

Vulnerabilities

Tasks

Users

Vuln Scan

4 -

Settings

@ About CAAY

Vulnerability

Q Security Checked Q Security Checked

Server Server Ratio

e Domain

1

2 Profile

O Change Password

There are no news.

There are no reports.

— i o,
11 o 4 = 45%
= Medium iy = Done [> togout
' Low o Yet
= Info
= Info
= Secure
News @ “ Reports @ Q
Unread . Category 1, Title 7, Date 4 Title 7, Note Registration Date

© Mitsui Bussan Secure Directions, Inc. All rights reserved

e Enter the required information in the form to change your password.

Change Password

Enter your current password and new password,
and press the "Change Password" button

Current Password

New Password

New Password (Confirmation) ()

Change Password ‘ Cancel

© Mitsui Bussan Secure Directions, Inc. All rights reserved.
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Modify account profile

e To change your account name or preferred language, click "Profile" in the icon menu at the top
right.

=< Example Inc.

-
“ Securty Checked Q Securlty Checked e Domain

Vulnerability
Server Server Ratio Ow  Change Password

—Hi ()
1 e 4 = 45% 1
Assets = Medium Lo = Done [= Logout
Low = Info vet
5 Products = Info - Secure —

g
8
g
g
8
g

© Vunembiities

B Tes News @ “ Reports @ Q
S Users " " "

- Unread . Category ', Title 7, Date Title 7, Note ', Registration Date

4 VulnScan There are no news. There are no reports.

8 Settings

@ ApoutCAAY

© Mitsui Bussan Secure Directions, Inc. All rights reserved

e Edit the sections requiring changes and click the "Save" button.

e Please note that the language is registered based on automatic detection during your first access.
Should you require it, please change it on this screen.

Profile

taro.mitsui@example.com

Last Name I
Mitsui

First Name (0D

Taro

Department @IEZD)

Information Systems Department

Phone Number @)
555-123-4567

Language (ZZZD
English -

Save ‘ Cancel ‘

© Mitsui Bussan Secure Directions, Inc. All rights reserved. 6 /47



Manage asset information (For administrators)

e Within the "Settings" menu, you can manage domains and servers detected by CAAV.

=< Example Inc.

a Q) Taro Mitsui

£ Settings @
[ pashiboard Domain Server Related Information Tag SmartPhone App  Notification
&= Assets
[ Show unmanaged domains - | < o >
i Products . -
Domain v . Related Keywords WHOIS Managed Update Date ', Registration Date ',
Vuinerabiliti
Q) Winebitiea example.net [roa | 202512-01 0825 202512-01 08:25
B Tk
example.com ) 20251201 03:20 20251201 03:20
.
2 uses
e <@
4 Vulnscan
£ Settings

@ pvoutcaav

e [fanicon" v "isdisplayed in a column of the list, you can search for information by clicking the

icon.

e [fanicon"

ascending or descending order.

e This operation is the same for lists on other screens.

= Example Inc.

 "is displayed in a column of the list, clicking the icon allows you to sort the data in

£t Settings @
[ pashiboard Domain Server Related Information Tag SmartPhone App  Notification
= Assets
[ Show unmanaged domains 0~ < o >
S Products - . - .
Domain 7 " ayam ol X WHOIS Managed J Update Date ', Registration Date ',
Vulnerabilt
() vzt example.net [Hoia | 2025-12-01 08:25 20251201 0825
B resks
example.com ) 2025-12-01 03:20 202512:01 03:20
.
3 uses
we <@
4 Vulnscan
£ Settings

Searching for domains using the keyword "example"

@ mpoutcaav

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

© Mitsui Bussan

Secure Directions, Inc. All rights reservet

Sorting by the "Managed" column
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Domain management

e |nthe "Domain" tab, you can view a list of domains detected by CAAV.

e Newly discovered domains are displayed as "Hold". You can manage them as either Manage or
Unmanage via the Hold button.

e Once added to management, CAAV will be able to perform server discovery and security checks
originating from the domain.

Note that domains removed from management can be re-added via the same button.

= Example Inc. A @ Taro Mitsui
& Settings @
Dashboard Domain Server Related Information Tag SmartPhone App  Notification
sets
[ Show unmanaged domains 0~ < o >
T N R
Domain v Related Keywords WHOIS Managed Update Date 1, Registration Date ',
Vulnerabilities = This is a newly detected domain. Please change tto
Tasks Hold
example.com 20251201 03:20 202512:01 03:20
Manage
Users
vomansge SN X
Vuln Scan

Settings

@ mpoutcasv I

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

Domain-related information management
e Clicking the "Check" button will display a list of the relevant information used when the domain
was discovered.

e [finformation unrelated to your company is displayed, removing it will improve inventory
accuracy.

Note that reviewing related information can also be performed via the "Related Information" tab.

Check related information

he "Rel
O Show unmanaged related nformation
Type Related Information Update Date

‘Company Name,Phona .. Example Inc. 20251201 03:20

© Mitsui Bussan Secure Directions, Inc. All rights reserved. 8 /47



Server management

e Inthe "Server" tab, you can view a list of servers (FQDN/network) detected by CAAV.

e Servers you wish to exclude from management can be removed from the managed list by
toggling the "Managed" switch.

Once excluded, these servers can be reinstated into the managed list via the same switch.

e Should any servers not appear in the list, please register them by following the instructions in
"Register servers (For administrators)".

=< Example Inc.

a € Taro Mitsui

& Settings @

[t Domain Server

ssets

Related Information

@ 40f 9 servers are security check targets.

£ Products

B esis Server Y 1,

2 e www.example.com
4 vuinscan portal.example.com
8 Setings

stg.example.com

venl examplecom

vpn2.example.com

Of the 10 licenses under contract, 0 licenses ar

PageTitle 7

wwwAR—

http: portal X —*
htps: N/A

N/A

htp:

hitps: N/A

hitp:
htps: N/A

e on hold, so the number of serves

Vulnerabilities & Dovnioad § & Upload x O Show unmanaged servers

Tag Smart Phone App

Notification

URL T Related Domain
https: I © mple.com

mpl © mple.com
N/A example.com

https:/venl.example.com &

https:/vpn2.example.com @

example.com

example.com

r5 that can be added as security check targets as of today is 6.

v Security Check Target ',

Managed

Notification Target .

Contacts

Nocontacts

Nocontacts

Nocontacts

Nocontacts

Nocantacts

Tag

Update Date 7,

20251201 03:20

20251201 03:20

20251201 03:20

20251201 03:20

20251201 03:20

wel @

Registration Date

202512-01 03:20
20251201 03:20
20251201 03:20
20251201 03:20

20251201 03:20

wel @

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

© Mitsul Bussan Secure Directions, Inc. All rights reserved
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Select security check targets (For administrators)

e Select the server to be subjected to security checks from the list.

e The number of servers that can be subjected to security checks varies depending on the number
of licenses in your contract.

Should the number of servers requiring security checks exceed the license count, please contact
us (see "Contact").

e Changes to the security check targets are permissible within the license count.

Please note, however, that once a license has been released, it cannot be reassigned for a
period of three days.

= Example Inc.

'Y © Taro Mitsui

£ Settings @
[ pashboard Domain Server Related Information Tag SmartPhone App  Notification
= Assets
© 40f 9 servers check targets.
Of the 10 licen: ontract, 0 licenses are on hold, of servers that

! Products

Vulnerabilities & Download § & Upload X [J Show unmanaged servers

B Tesks ST

® Usars wwwi example.com
4 VuinSean Rortal.example.com
L Settings

stg.example.com

vpnLexample.com

ypn2.example.com

PageTitle 7

wwwR— 2

hitp: portalA—=
https: N/A

N/A

hitp:
https: N/A
hitp:
https: N/A

URL

[}

Related Domain

https//portal.example.com &

N/A

https://vpnl.example.com &

https://upn2.example.com @

example.com

example.com

example.com

example.com

targets as of today is 6.

Security Check Target . Managed .
e o=
e e
©_J e
“e L
e o=

Notification Target .

Contacts

No contacts

No contacts

No contacts

No contacts

Nocontacts

Tag v

Update Date ',

20251201 03:20

20251201 03:20

20251201 03:20

20251201 03:20

20251201 03:20

[EARE K

Registration Date

2025-12-01 03:20

2025-12-01 03:20

2025-12-01 03:20

2025-12-01 03:20

2025-12-01 03:20

RN X

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

© Mitsui Bussan

Secure Directions, Inc. All rights reserved.
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Bulk update security check targets (For administrators)

e You can update the list of servers subject to management and security checks in bulk.

e Clicking the "Download" button will allow you to download the bulk update CSV file.

e Click the "Upload" button and upload the edited bulk update CSV file to update managed items,
security check targets, and other items in bulk.

=¢ Example Inc. A © Taro Mitsui
& Settings @
L3 pashboard Domain Server Related Information Tag SmartPhone App  Notification
&= Assets
© 4of 9 ser check targets.
Of the 10 ct, 0 licenses are on hold, so the number of servers that can be added as security check targets as of today is 6.
n roducts 4 < Y
Q@ Vulnerabilities © Downoad X O Show unmanaged servers o 6
B ek Server Y Page Title URL Related Domain Security Check Target Managed Notification Target Contacts Tag Update Date Registration Date v
& user wwwi_example.com W — hitps//www.example.com & example.com - - - No contacts 202512010320 20251201 03:20
htp: portal S —3
4 vuinScan portal.example.com Im:;s-pw n “  hupsportalexamplecom @ example.com - ) - No contacts 202512:010320 20251201 03:20
£ settings
stg.example.com N/A N/A example.com o ) ° No cortacts 202512:0103:20 20251201 03:20
htp:
vpnl.example.com i https//vpni.example.com & example.com - - - No contacts 202512-0103:20 20251201 03:20
ps:
ht
vpn2.example.com mzs WA httpsi/vpn2.example.com & example.com - - - No contacts 202512-0103:20 20251201 03:20

10~ a

e The downloaded CSV file contains both "Security Check Target" and "Managed" columns.
e Thevalue in the "Security Check Target" column indicates either "0"(not target) or "1"(target).
e Thevaluein the "Managed" column indicates either "0"(unmanaged) or "1"(managed).

e To change the settings, update the values in each column to either "0" or "1".

e Please note that servers not under management cannot be included in security checks.
Furthermore, servers included in security checks cannot be excluded from management.

o When setting the "Security Check Target" to "1", the "Managed" must also be set to "1".

o When setting the "Managed" to "0", ensure the "Security Check Target" is also set to "0".

A B c D 13 T G H 1 3 K L
1 |Server Page Title URL Related Domain |Security Check Target Managed [otification Target Contact Name Contact E-mail Address Tag  Update Date Registration Date
2 |www.example.com  wwwei— 3 https://www.example.com example.com 1 1 1 2025-12-0103:20 2025-12-01 03:20
3 |portal.example.com http : [portal~<—<*1 _ https : N/A http://portal.example.com example.com 1 1 1 2025-12-01 03:20 2025-12-01 03:20
4 |stg.example.com N/A N/A example.com 0 1 1 2025-12-0103:20 2025-12-01 03:20
5 |vpnl.example.com  hitp i ] . https : N/A https://vpnl.example.com example.com 1 1 1 2025-12-01 03:20 2025-12-01 03:20
O P VSN S PRI PN [T 7 S T N A . . . AANT 1n A1 asan AAac 1A e Asan

e By entering the email address (login ID) of a CAAV-registered user in the "Contact E-mail Address"
column of the same CSV file, you can assign that user to the server corresponding to the relevant
row.

e To assign multiple users, enter multiple email addresses separated by line breaks.

A 8 c o e B c ] 1 ) 3 L

1 Senver Page Title URL Related Domain Security Check Target Managed_Notification Target Contact Name Contact E-mail Address  Tag Update Date  Registration Date
www.example.com  www—3 hitps://www.exemple.com example.com 1 1 1 taro. “‘@exam"'e‘wml 2025-12-0103:20 2025-12-0103:20

2 jiro.mitsui@example.com

3 TPoTETEEmpTE Com TG T TRoMaT< =T~ RS TN7A o7 T5ortaT SXample Com eXampTE com T T T 2025-12-0103:20 2025-12-0103:20

4 |steeamplecom  N/A N/A example.com ) 1 1 2025-12-0103:20 2025-12-01 03:20

s enlexamplecom hitp: 1. https i N/A hitps://vpn.example.com example.com 1 1 1 2025-12-0103:20 2025-12-01 03:20

A VAP S 7S i) B Joss g 008 19 01 A% 29 12 M1 K290

* Assigning two users to the server "www.example.com"

© Mitsui Bussan Secure Directions, Inc. All rights reserved. 11/47



e Clicking the "Upload" button will display a menu.
e You can bulk update server settings by uploading a CSV file edited from this menu.

e Please note that once a license has been released, it cannot be reassigned for a period of three
days.

Bulk update of server settings

Please edit the downloaded server setting CSV file and upload it.

Server Setting CSV File ()
[Browse....| No file selected.

@ You can update the following settings for servers
« Security Check Target
- Managed Status
« Noification Target
= Contacts*1
« Tag*2
il adidress of the user inthe “Gontact E-mal Address” column. Multple users can

istered tag name in the “Tag" column. Multiple tags can be specified by line break.

Upload ‘ Cancel ‘

Register servers (For administrators)

e Should you wish to add a server yourself, you may do so via the "Add" button under the "Assets"
menu.

=¢ Example Inc.

£ Assetlist ®

[ pashboard FQDN(5)  Network(4)  Cloud Service (3)  SP App (1)
£ Assets
[o=] @
i Products
FODN 7 %, Vulnerability Count Risk Level & cvssvz cvssva Exploited Domain Contact Security Check . Tag
Pl
© Vvunembiities 192021
v wwwexample.com v [ G } 7.5 9.8 [[iev ) example.com No contacts D
B Tk
12022
v portal.example.com 2) [ o ) 6.4 9.1 example.com Mo contacts. D
2 users
192031
¥ ypnlexample.com 0 [ro } 0 o example.com No contacts [rcei
4 VulnScan
12032
v 4 0 0 example.com Mo contacts.
0 Settings vpn2 example.com [ weo ] oD
12023
stg.example.com example.com Nocontact ot Torge

@ npoutcasv

© Mitsui Bussan Secure Directions, Inc. All rights reserved.
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Invite users (For administrators)

e Inthe "Users" menu, you can view users registered with CAAV.

e Users with "Supervisor" privileges may add other users' accounts via the "Add" button.

=< Example, Inc.

& Userlist(3) @

3 Dashboard & Upload 0| < o >
= n UserRole ', UserName 1, Department ', E-mail Address °, Phone Number ', Activation Account Lock . Registration Date -
i Products c - Jiro Mitsui N/A jiro.mitsui@example.com N/A e ] 2026-10-14 02:01

Vulnerabiliies
° [ sueerisor VG Ichiro Mitsui NA ichiro.mitsui@example.com NiA e 5} 20250513 06:59
B Tasks

Taro Mitsui N/A taro.mitsui@example.com 03-1234-5678 v A 2025-04-01 07:26

.

U:
8 U= vl @
4 Vuinscan
L Settings

@ pbout CAAY

© Mitsui Bussan Secure Directions, Inc. All ichts reserved

Bulk Invite users (For administrators)

e Users with "Supervisor" privileges can add multiple user accounts in bulk via the "Upload"
button.

e Bulk invitations are made by uploading a CSV file in the dedicated format to CAAV.

e Clicking the "Upload" button will display a menu; click the link for "template CSV file" to
download the CSV file.

Bulk invitation of users

Please edit tH template CSV file gnd upload it by pressing the "Invite" button.

User CSV File 2D
[Browse__| No file selected.

©Please check the following when fillng in the file.
- Enter one of *Supervisor’, ‘Chief" or "Worker" in ‘Role".
- "Department’ and "Phone Number" are optional

© Mitsui Bussan Secure Directions, Inc. All rights reserved. 13/47



e The downloaded CSV file is a template file for inviting multiple users at once.

e Inthe "Role" column, please enter one of "Supervisor", "Chief" or "Worker".

e Inthe "Email Address" column, please enter the email address (login ID) of the user.
e Inthe "Password" column, please enter the initial password for the user.

e Inthe "First Name" and "Last Name" columns, please enter the first name and last name of the
user.

e "Department" and "Phone Number" are optional fields. Please enter them as required.

‘ A B c D E F G

1 Raole E-mail Address Password Last Name First Name Department Phone Number
2 |Chief  sample_john@example.com  SampleComplexPw#1 Sample John Information Systems Department 555-123-4567
3 |Worker sample_jane@example.com SampleComplexPw#2 Sample Jane Information Systems Department 555-123-4567

e Select the edited CSV file from "Browse" and click the "Invite" button to invite users in bulk.

Bulk invitation of users

Please edit the template CSV file and upload it by pressing the "Invite" button.

User CSV File 2T
| Browse... | No file selected.

©Please check the following when filling in the file.
= Enter one of “Supervisor’, ‘Chief" or "Worker" in "Role”
+ "Department’ and "Phone Number" are optional.

© Mitsui Bussan Secure Directions, Inc. All rights reserved. 14 /47



Configure email notification conditions (For administrators)

e Users with "Supervisor" privileges may configure email notification conditions for security check
results via the "Notification" tab within "Settings" menu. Using this feature enables you to
configure email notification conditions in detail, including whether notifications are sent,
whether notifications are sent per user or per server, and notification settings based on the
severity of vulnerabilities.

=< Example Inc.

£ Settings @
[ pashboard Domain Server Related Information Tag Smart Phone App  Notification
= ets
Enable notification of security check results @ e

£ Products

Risk Level Low ¥ | or higher
@ Vuinerabilti

Notification Target

Task

8 Supervisor ae
°
= A Server Contact e
4 Vunscan Notification of CVE information confirmed to be abused (1@
£p  Setting: All notifications for uncompleted tasks @ oe

© Mitsui Bussan Secure Directions, Inc. Al rights reserved.

e When "Enable notification of security check results" is enabled, security check results will be
notified via email.

e Please note that if disabled, the switch will appear greyed out and no security check results will
be notified via email.

=< Example Inc.

& Settings @

[ pashboard Domain Server Related Information Tag SmartPhone App  Notification
= Assets
Enable notification of security check results @ E
Product
Risk Level Low ~ | or higher

Notification Target

o @ i
o

Supervisor ae
o Uses Server Contact @
4 VunScan Notification of CVE information confirmed to be abused (1@
8 Setting All notifications for uncompleted tasks @ @

© Mitsul Bussan Secure Directions, Inc. All rights reserved,

© Mitsui Bussan Secure Directions, Inc. All rights reserved. 15/47



e From the "Risk Level" dropdown menu, you can configure email notification conditions according
to the risk level of detected vulnerabilities.

o Info or higher: Vulnerabilities with risk levels "Info", "Low", "Medium" and "High" will be
notified via email.

o Low or higher: Vulnerabilities with risk levels of "Low", "Medium" and "High" will be notified
via email.

o Medium or higher: Vulnerabilities with risk levels of "Medium" and "High" will be notified via
email.

o High: Only vulnerabilities with a risk level of "High" will be notified via email.

= Examplelnc.

roducts

Vulnerabilities

-]

B Tesks
Users
Vuin Scan

L4
L2 Settings

@ pbout CAAV

£ Settings @

Domain Server  Related Information Tag Smart Phone App

Enable notification of security check results @
Risk Level
Notification Target
Supervisor
Server Contact
Notification of CVE information confirmed to be abuse«

All notifications for uncompleted tasks @

Notification

© Mitsui Bussan Secure Directions, Inc. Al rights res

erved

e [fthe "Supervisor" under "Notification Target" is enabled, the supervisor user will receive email
notifications of security check results.

=< Example Inc.

Dashboard

im0

Assets
i Products

Vul

Tasks

(I

Vuln Scan

Settings

o > )

@ About CAAV

£ Settings @

Domain Server  Related Information Tag Smart Phone App

Enable notification of security check results @
Risk Level

Notification Target

@
Low ~

Supervisor

Server Contact
Notification of CVE information confirmed to be abused

All notifications for uncompleted tasks @

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

Notification

o higher

© Mitsui Bussan Secure Directions, Inc. All rights reserves
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e |fthe "Server Contact" under "Notification Target" is enabled, users assigned to servers where
vulnerabilities have been detected will receive email notifications of the security check results.

= Example Inc. : QO Taro Mitsui
£ Settings @
[ pashboard Domain Server Related Information Tag SmartPhone App  Notification
= e
Enable notification of security check results @ L]
i Products
Risk Level Low v orhigher
@ Vurembiities
Notification Target
Tasks
8 Supervisor L)
*
= Server Contact @e
4 Vunscan Notification of CVE information confirmed to be abused @@
2 settings All notifications for uncompleted tasks @ o
@ ssoutcasy

© Mitsui Bussan Secure Directions, Inc. All rights reserved

e You can configure email notification conditions on a per-user basis from the "Users" menu.

e Switch the toggle in the "Notification" column to set whether notifications are enabled or
disabled.

e Please note that if the "Server Contact" option under "Settings" - "Notification" is disabled, the
"Notification" column will not be displayed.

=< Example Inc.

2 Userlist(1) @

L Dashboard m & Upload e <@
E Assets User Role ', User Name Department *, E-mail Address ', Phone Number . Activation ', AccountLock ', Notification , Registration Date

S Products ['supervioor ) Taro Mitsui Information Systems Department taro.mitsui@example.com 5551234567 e a e 20251201 05:12

© Vunembilties o] < o N
B Tk

2 Users

4 Vulnscan

£ settings

| @ soutcasv

© Mitsui Bussan Secure Directions, Inc. Al rights reserved
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e You can configure server-level email notification conditions from "Server" tab within "Settings"

menu.

e When the "Notification Target" column is enabled, the security check results for the relevant

server will be notified by email.

=< Example Inc.

a @ Taro Mitsui

& Settings @
[ pashboard Domain Server Related Information Tag SmartPhone App  Notification
&= Assets
@ 4 0f 9 servers are securlty check targets.
Of the 10 licen: der contract, 0 licenses are on hold, so the number of servers that can be added as security chec
roducts - Y
@ Vuembiities © Download § & Upload X O Show unmanaged servers
E T Server Y . Page Title URL Related Domain
o oS www.example.com wwwAR— I 2 rople.com
#  Vuinscan ralexamplecom  MHRPOMAINTI ) taleamplecom @ example.com
e o hittpe//p o (] Pl
£r Settings
stg.example.com N/A N/A example.com
voml examplecom " hitps/vpnl.examplecom B example.com
¥ ) T hitps://vpn1.exampl ple.
htp:
n2 example com examplecom & mpl m
i £ https: N/A e

Security Check Target .

ck targets as of today is 6

Managed Notification Target Contacts Tag
) ) No contacts
) - Nocontacts
) ) Nocontacts
) ) Nocontacts
) - No contacts

Update Date *,

20251201 03:20

20251201 03:20

202512-0103:20

202512-0103:20

20251201 03:20

10 v

o

Registration Date 1~

2025-12-01 03:20
2025-12-01 03:20
2025-12-01 03:20
2025-12-01 03:20
2025-12-01 03:20

o

10

© Mitsui Bussan S

ecure Directions, Inc. Allrights reserved,

e Using the CSV file employed in the section "Bulk update security check targets (For

administrators)", you can configure email notification conditions for each server in bulk.

e Thevalue in the "Notification Target" column of the CSV file signifies "0"(not notify) or "1"(notify).

e To change your notification settings, please update the value in each column to either 0 or 1.

e You can configure notification settings in bulk by uploading an edited CSV file.

A B c D E F 9 H 1 ] K L
1 |Server Page Title URL Related Domain Security Check Target Managed |Notification Target Fontact Name Contact E-mail Address Tag Update Date Registration Date
2 |[www.example.com www~—3F https://www.example.com example.com 1 1 1 2025-12-0103:20 2025-12-01 03:20
3 |portal.example.com http © [portal<—37] . https * N/A http://portal.example.com  example.com 1 bl 1 2025-12-0103:20 2025-12-01 03:20
4 |stg.example.com N/A N/A example.com 0 1 1 2025-12-01 03:20 2025-12-01 03:20
5 |vonlexamplecom  http: [] . https : N/A https://vpnl.example.com example.com 1 1 1 2025-12-0103:20 2025-12-01 03:20
B Y A PO BN TSUN YT [TE S S S S B AANT 1n A1 asan AAac 1A e Asan

© Mitsui Bussan Secure Directions, Inc. All rights reserved.
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e When "Notification of CVE information confirmed to be abused" is enabled, you will receive email
notifications if vulnerabilities detected by security checks are listed in the US CISA's Known
Exploited Vulnerabilities Catalog (*1).

e When "All notifications for uncompleted tasks" is disabled, only newly detected vulnerabilities of
this type will be notified via email.

e When "All notifications for uncompleted tasks" is enabled, if the status of the relevant
vulnerability is not "Done" or "Ignore", email notifications will be sent regardless of whether the
vulnerability is previously reported or newly identified.

= Exampleinc.

£ Settings @

L bashboard Domain Server Related Information Tag Smart Phone App  Notification

Enable notification of security check results @ os
Risk Level Low + | orhigher
Notification Target
Supervisor

Server Contact

Vuln Scan Notification of CVE information confirmed to be abused

.
L4
£ settings All notifications for uncompleted tasks @

© Mitsui Bussan Secure Directions, Ine. Al rights reserved.

*1: A catalogue compiling vulnerabilities (CVE-ID) where attempted attacks have been observed or successful
attacks have been detected.

© Mitsui Bussan Secure Directions, Inc. All rights reserved. 19/47



User management

I Disable user accounts (For administrators)

e Inthe "Users" menu, you can disable users (prevent them from logging in).

e Users with "Supervisor" permissions may disable the relevant user by toggling the switch in the

"Activation" column.

Deactivate the account of user “jiro.mitsui@example.com'?

Enable user accounts (For administrators)

e Inthe "Users" menu, you can activate users (grant login permission).
e Users whose accounts have been deactivated are displayed in grey.

e Users with "Supervisor" privileges may activate the relevant user by toggling the greyed-out
switch.

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

20/ 47



Unlock user accounts (For administrators)

e Inthe "Users" menu, you can unlock the accounts of users.

e Users whose accounts have been locked are displayed in red, and the switch in the "Account
Lock" column turns blue.

e Users with "Supervisor" privileges can unlock the account by toggling the switch.

Unlock the account of user "jiro.mitsui@example.com™?

Change user roles (For administrators)

e Inthe "Users" menu, you can change the roles of users.

e Users with "Supervisor" privileges may change the role of the relevant user by clicking the edit
button in the "User Role" column.

e The target user is notified of a role change by email.

Change Role
Select anew role and press the "Change” button

Target User
Jiro Mitsui (jiro.mitsui@example.com)

© Mitsui Bussan Secure Directions, Inc. All rights reserved. 21 /47



Identity verification for Supervisor operations (For administrators)

e The following operations involving "Supervisor" require a confirmation dialog and identity
verification (password + a one-time password sent to your email).
o Changinga role to or from "Supervisor"
o Inviting a "Supervisor" (individually or in bulk)
o Activating, deactivating or unlocking a "Supervisor"

e Once verified, identity verification is skipped for 15 minutes.

e All Supervisors in the organization are also notified by email when a Supervisor is added, granted
or revoked, activated, deactivated or unlocked.

Identity Verification
Confirm Supervisor Role Assignment
This operation requires identity verification with your

This operation will grant Supervisor privileges to the following user(s). Do you password.

want to proceed?
jiro.mitsui@example.com

[ Password
|

m Cance‘

© Mitsui Bussan Secure Directions, Inc. All rights reserved. 22/47



Dashboard usage

I Dashboard

e Upon logging in, the dashboard will appear, allowing you to monitor servers, vulnerabilities, and

other aspects.

=< Example Inc.

a © Taro Mitsui

Vulnerability
Dashboard

— 11 ‘
H Producs ',

m g

Securty Checked
Server

Server Ratio

45%

e Domain

= High 1
= Medium
Low = Done
Vet
= Info
—Secure

Vulnerabilities

Tasks News @ Reports @
& Uses Unread ', Category Title 1, Date Title . Note Registration Date
4 VuinScan [ Maintenance ] [CAAV] Maintenance Netification 2025-12-02 06:52 There are no reports.
£ Settings s~ < o >

N @ avoutcaav [

Summary information

© Mitsui Bussan Secure Directions, Inc. Al rights reserved

e The number of managed domains and servers, along with the number of detected vulnerabilities,

will be displayed.

Additionally, pie charts showing the number of vulnerabilities, server count, and server ratio will

also be presented.

= Example Inc.

Vulnerability
[ pashboard Server

- 1 1 ‘ w— High 4
= Assets = Medium

Low
5 Products ' = Info

O Volnerbiltes

Security Checked
Server Ratio

45%

B Tesks News @

2

= Ue Unread ', Category . Title .

4 Vuinscan [ intenancs J [CAAV] Maintenance Notification
£ setings

Reports @
Date 4 Title Note Registration Date 4,
2025-12-02 06:52 There are no reports.

s <@

N @ soscan

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

© Mitsui Bussan Secure Directions, Inc. Al rights reserved.
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News

¢ Information on topics such as vulnerability detection and the discovery of new servers will be
displayed as news.

e Clicking the title link will allow you to view detailed information.
e News will be displayed on the dashboard and notified to the relevant users via email.

e [fthere are any unread news, a yellow circle will appear on the bellicon in the header section.

=¢ Example Inc.

© Taro Mitsui

S Qe Qoo Q o Q

L] pashboard Server Server Ratio

11 o 4 = 45% 1
sets — Medium s = Done
g — lInfo et
S Products == info = Secure

Vulnerabilities

-]
B Tess News @ “ Reports @ q

Users Unread 7, Category ' Title 1, Date o Title 1, Note ' Registration Date

Vuln Scan [ maintenance § [CAAV] Maintenance Notification 2025-12-02 06:52 There are no reports.

.
4
£ Settings sv | ¢ ° >

@ About CAAV

© Mitsui Bussan Secure Directions, Inc. Al rights reserved.
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Main menu

e The main menu is as follows:

Menu Description
Assets View managed servers and other resources.
Products View a list of products detected in the assets.

Vulnerabilities View the list of vulnerabilities.

Tasks Manage tasks related to vulnerability response.

Users Manage users.

Vuln Scan Execute vulnerability scans and view the results.

Settings Manage domain, server, related keyword used for inventory, and so on.

=¢ Example Inc.

Vulnerability Q oo | - QD e QQ

CJ  Dashboard Server Server Ratio
— 0
- 11 = tigh 4 Hon 45% 1
= ets — Medium = Medium — bone
Low Low Yet
R—— s Info

L —Secure
0 Vulnerabiities
B Tusks News @ “ Reports @ Q
S Users R
- Unread . Category ' Title *, Date Title ;. Note ', Registration Date
4 Vuinscan [ Meintenance ] [CAAV] Maintenanee Notifieation 202512:02 06:52 There are no reports.
O settings sv | < o >

©Mitsui Bussan Secure Directions, Inc. Al ights reserved
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Asset management

I Asset management

e Inthe "Assets" menu, you can view a list of servers associated with your account.
e Clicking the FQDN name in the FQDN tab allows you to view the server's detailed information.

=< Example Inc.

= Assetlist ®

L pashboard FQDN (5)  Network (4)  Cloud Service (3)  SP App (1)
sets
o e
i Products .
FQDN v 7 Vulnerability Count Risk Level | Ccvssv2 Ccvssv3 Exploited

Q Vunermbiities

- [ ] ' @ v @

B Tesks
12022
2 Users ¥ portalexample.com B @ 6.4 9.1
12031
4 Voin S ¥ ypnlexamplecom i = o E
£ setings Lo 0 o) 0 0

ven2example.com

102023
stg.example.com

Domain Contact Security Check Tag v

2 Taro Mitsui
™ D Jasmec) )

¥, 555-123-4567

example.com No contacts

example.com No contacts

example.com No contacts

example.com No contacts Not Target

©Mitsul Bussan Secure Directions, Inc. Al rights reserved.

Server details

e You can view the server's detailed information.

e On this screen, you can view a list of product running on the server and any vulnerabilities.

e Clicking the pop-up icon to the right of the FQDN name will allow you to view the server details in

a new tab.

www.example.comr &

Risk Level
High

CVSSV2:7.5 CVSS 3 9.8 KEV

Vulnerability

7 ‘ — tigh
— vedum

tow

— Info

= Server Detail @
Domain ‘Subdomain

www.example.com 192021

example.com

M'Bs'D

BFWE YUa->a> EEER —a-X KA

Know your enemy.
Defense leadership.

BHERBOSEROITEEETOEY

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

Web Port

80/tcp, 443/tcp
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Tag assignment

e You can view or assign tags by clicking "Edit" in the "Tags" section within the server details.
e Assigning tags to servers makes it easier to organize them.

e Furthermore, within the "Server" tab of the "Settings" menu, it is also possible to bulk update tag
assignments for multiple servers via CSV upload.

NIUwW yuul clicliy. =

Defense leadership.

BREZRBOEZROITEEZFDET

® Tags @
D &

2 Contacts @

- e
Registration Date - Name Department E-mail Address ', Phone Number *,

2025-12-03 04:42 Taro Mitsui Information Systems Department taro.mitsui@example.com 555-123-4567

# Products @
Anne. 1, Detection Date  J- Type Vendor . Name Version ',

202512:01 03:20 Web apache hitp_server 2220

Server search based on tags

e Within the "Assets" menu, you can search for servers based on tags assigned to them.

e Clicking theicon in the "Tag" column of the list will display a screen for selecting tags. By
checking one or more tags, you can filter the servers based on those tags.

Q, search by tag name

© Mitsui Bussan Secure Directions, Inc. All rights reserved. 27/ 47



Manage tags (For administrators)

e Tags can be managed in the "Tag" tab within the "Settings" menu.
e The "Tag" tab allows you to view, register, or delete tags.
e Tagsthat have been deleted can be restored using the same button.

Please note that deleting a tag will remove its association with the server.

=< Example Inc.

& Settings @
[ ashboard Domain Server Related Information Tag SmartPhone App  Notification
&= Assets
@ Manage tags that can be assigned to servers.
i Products
O Show deleted tags 0~ o
© Vunembiities
Type Name Related Servers Registration Date 1 Operation
B Tesks
MBSD 2025-12-03 04:37
2 Users
[ Department J PD 20251203 04:37
4 vulnscan
[ Other ) test 2025-12-03 04:37
£ setings

© Mitsul Bussan Secure Directions, Inc. All rights reserved.

Assignment of contact

e Clicking the "Edit" button in the "Contacts" section of the server details allows you to view or edit
the server's assigned contact person.

NIVW yuul clicliy. =

Defense leadership.

BRERBOSEROITEERZFOET

® Tags @
D

& Contacts @

/ Edit A o ¢
Registration Date - Name Department E-mail Address Phone Number

2025-12-03 04:42 Taro Mitsui Information Systems Department taro. mitsui@example.com 555-123-4567

# Products @

Annc. Detection Date & Type Vendor Name Version

20251201 03:20 Web apache hitp_server 2.2.20

© Mitsui Bussan Secure Directions, Inc. All rights reserved. 28 /47



Registering notes

e You can register notes related to the server in the "Memos" section of the server details.

e Registered notes can be edited or deleted later.

& OpenPorts ®

Detection Date Port Number Protocol Type  *.
2025-04-0107:26 80 (0]
2025-04-0107:26 443 [t:r]

5 Authentication @
Detection Date Type URL 1,

No pages that are presumed to be authentication functions have been detected

e Server Certificate @

Expiration Date Subject Issuer Algorithm

201912311500 to 2020-12-3114:59 www.example.com Let's Encrypt sha256WithRSAENCryption

& Cloud Services ®

Detection Date Vendor Service ', CNAME . IP Address .
2025-04-01 07:26 Amazon Web Services, Inc. ‘Amazon EC2 192.0.21
s~ @
B Memos @

These are notes for each server]

>

Network management

e The "Assets" menu also allows you to view a list of networks discovered during the inventory.

e Other operations are the same as those in the "FQDN" tab.

=< ExampleInc. a © Taro Mitsu

= Assetlist @

3 bashboard FQDN(5)  Network (4)  Cloud Service (3)  SPApp (1)
&= Assets

@ Download we | o< o >
i1 Products 5 .

1P Address 7, Vulnerability Count RiskLevel ¢ cvssvz cvssva Exploited CIDR Contact Security Check Tag v

O Vurewabiites 198.51.100.0 198.51.100.0/30 Not Target
B Tesks 198.51.100.1 198.51.100.0/30
& Users 198.51.100.2 198.51.100.0/30
4 VunScan 198511003 198.51.100.0/30 Not Target
£ Settings vel <@

© Mitsui Bussan Secure Directions, Inc. Al rights reserved.
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Cloud service management

e The "Assets" menu also allows you to view a list of cloud services discovered during the

inventory.

e Expanding the arrow button on the left-hand side of the list allows you to view the list of detected
targets for the relevant cloud service.

e For cloud services detected as running on the target server, you can also view them on the

server's details screen.

=¢ Example Inc.

= Assetlist @

[ ashboard FQDN(S)  Network (4)  Cloud Service (3)  SP App (1)
& Assets — . o .
EEE Products Vendor v A Service 7,
O Vunersbiites v Amazon Web Services, Inc Amazon EC2
B Tesks Docusign, Inc. DocuSign
& Users & Targetlist ()
4 VulnScan Detection Date & Target 7 1. Related Information
0 setigs 2025-12:0103:20 www example.com TXT(ONS) : g
sv | < o >
v Microsoft Corporation Microsoft Azure
0 | < ° >

Product list

© Mitsui Bussan Secure Directions, Inc. Allrights reserved.

e The "Products" menu allows you to view a list of products detected as running on the security

check target server.

e Expanding the arrow button on the left-hand side of the list allows you to view the list of servers
where the relevant product has been detected.

= Example Inc.

# Product List @

[ pashboard 0~ Q-

= s Type 7 A Vendor Name

# Products. language: php php

= ServerList
O Volneabities @
a Anne. Product DetectionDate 4 Product Version Server Server Tag
Tasks

A 202512:0103:20 524 .,

4 Vnsom Q@

& sengs P fortinet fortiproxy
wn vanti connect_secure
web apache hitp_server

About CAAV

© Mitsui Bussan Secure Directions, Inc. All rights reserved.
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Check server vulnerabilities

I Check server vulnerabilities

In the "Assets" menu, clicking the arrow button on the left-hand side of the list will expand it to

display a list of vulnerabilities present on the server. Clicking on a vulnerability title will allow

you to view detailed information about that vulnerability.

Example, Inc.

= AssetlList @

a @ Taro Mitsui

03 ashboard FQDN(5)  Network(4)  Cloud Service (3)  SPApp (1)
= Assets
= Y ¥
Products . )

FQDN 7 Vulnerability Count Risk Level cvssvz cvssva Exploited Domain Contact Security Check Tag v
@ Vunembiities 2 Taro Mitsui

192021

I P

s example.com 3 @ 75 o8 @ = ==
B Tesks ¥, 03-1234-5678.
S @ Vulnerability List (@ a

Annc. Detection Date Risk Level & Title Exploited 4 Memo
4 vuinScan
CVE2021.40438 CYSS 12268 CYSSED KEV

£ Settings 2026-04-28 01:54 A crafted request uri-path can cause moed_proxy to forward the request to an origin server choosen by, .. D Notes on vulnerabili... €

Product Type: Web. Product apache hitp_server 22.20

2026-04-28 01:54 Based on information third party, service "23/tep” is publicly a... )

CVE2017979% CVSSV2'S CVSSYE 7S
2026-04-28 01:54 Apache httpd allows remote attackers to read secret data from process memory if the Limit directive.

Product Type: Web. Product apache hitp_server 22.20

CVE202230856 CVSS¥2:5 CVSS\E7S

Apache HTTP Server 2 453 and earlier may return lengths to applications calling rwsread() that poi
Product Type: Web Product apache hitp_server 2220

2026-04-28 01:54

CVE202231913 CVSSY2i7.5 CVSS1E:08

Apache HTTP Server 2.4.53 and earlier may not send the X Forwarded-* headers to the origin server ba...
Product Type: Web. Product apache htp_server 2220

2026-04-28 01:54

6 0 00O

7

7

192022

¥ portalexample.com 2 @ 6.4 9.1 example.com
w2081

¥ vpnl.example.com g @ 0 0 example.com
w2032

v 1
ypnZ.example.com @ 0 0 example.com
192023 .
stg.example.com example.com

No contacts

No contacts

No contacts

No contacts

© Mitsui Bussan Secure Directions, Inc. Al rights reserved.

greyed out.

=¢ Example, Inc.

Vulnerabilities listed in the CISA KEV (Known Exploited Vulnerabilities) catalogue are indicated by

Vulnerabilities no longer detected by the latest security checks will display as "(i)" and appear

= Assetlist @

Contact

& Taro Mitsui
=

a @ Taro Mitsui

Security Check *,

[ ashboard FQDN(5)  Network(4)  CloudService (3)  SPApp (1)
= Assets
[0 s [ @ ooneas
Products N

FQON Vulnerability Count Risk Level cvss vz cvssva Exploited Domain
© Vulnenbilties

192021

N I

wwexample.com 1 @ 78 o8 (=]
B ks
e 9 VunerabiliyList @ [&)

Annc. Detection Date Risk Level Title Exploited
4 VulnScan
CVE 202140438 CVSS 12168 CVSS\ED KEV

£ Setings 2026-04-28 01:54 A crafted request uri-path can cause mod_proxy to forward the request to an origin server choosen by...

Product Type: Web Product apache hip,_server 2220

2026-04-28 01:54 Based third party, we that the service "23/tcp” is publicly a... )

CVE2017:97% CVSS V2 5 CVSS1E TS
Apache hitpd allows remote attackers to read secret data from process memory if the Limit directive.
Product Type: Web_Product apache hip._server 22.20

2026-04-28 01:54

CVE202230556 CVSS V25 CVSSETS

Apache HTTP Server 2 4.53 and earlier may retum lengths to applications calling rwsread() that poi
Product Type: Web Product apache hitp_senver 2220

2026-04-28 01:54

CVE20231813 CVSS 275 CVSSVE 98
Apache HTTP Server 2.4.53 and earlier may not send the X-Forwarded-* headers to the origin server ba.
Product Type: Web Product apache hip._server 22.20

6 6 666

2026-04-28 01:54

v, 03-1234-5678

Notes on vulnerabili.. @)

d

7

12022

¥ potalexample.com 2 @ 64 91 example.com
w2081

¥ ypnl.example.com 1 [weo ) 0 0 example.com
12032

v g @ 0 o

vpnZ.example.com example.com

192023

sto.example.com example.com

No contacts

Mo contacts

Nocontacts

Nocontacts

®Mitsui Bussan Secure Directions, Inc. Al rights reserved.
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Identify servers affected by the vulnerability

e Inthe "Vulnerabilities" menu, you can view a list of detected vulnerabilities.

e Vulnerabilities are categorized as either "CVE" or "Misconfiguration", each managing the following

information.

Type
CVE
Misconfiguration

= Example, Inc.

Description

Vulnerabilities from product running on the server

Vulnerabilities from the server's own configuration

@ Taro Mitsui

9 Vulnerability List (12) @

Dashboard CVE

m g

Assets
© Download

HHELTES

Vulnerabilities

Risk Level

Misconfiguration

cvED 7

CVE-2022-31813

CVE-2017-11147

CVE-2021-40438

GVE-2022-30556

GVE-2017-9798

GVE-2010-4657

cvss vz

75

6.4

6.8

cvssva

9.8

9.1

7.5

7.5

7.5

Exploited 7, Title

Apache HTTP Server 2.4 53 and earlier may not send the X-Forwarded-* headers to the origin server ba.

Procduct Type: Web Proskict: spsache hi. Server

In PHP before 5.6.30 and 7.x before 7.0.15, the PHAR archive handler could be used by attackers supp

Product Type: Language Product: php php

Product Type: Web. Prodkic: apache hip_server

PHPS before 5.4.4 allows passing invalid utf-8 strings via the xmiTextWriter

Froduct Type: Language. Product:phpphp

The product may have winerabilites.

Number of affected servers

1

1

1

° v
B Tasks
v
& Uses
N @D
4 VuinScan
v HIGH
£p  Setiings @@
M @
M @
v =
About CAAV

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

e Expanding the arrow button allows you to view a list of servers affected by the vulnerability.

Furthermore, clicking the status button and selecting "Launch" allows you to instruct the server's
contacts to address the vulnerability.

Tasks are generated according to the instructions.

= Example, Inc.

a

© Tomisii

9 Vulnerability List (12) @

[ Dashboard CVE Misconfiguration
= Assets
@ Download e <@
#1 Products . i i
RiskLevel & CVED cussvz cussva Exploited 1, Title Number of affected servers
Vulnerabilties B
] . Pacy CVE202231813 75 08 Apache HTTP Server 2.4.53 and earlier may not send the X Forwarded-* headers to ba "
Prodet Ty b Product apache htp_seer
Elires 6300n97. e " \ "
. o CVE201711147 64 01 InPHP. nd 7.x before 7015, the P could be used by attackers supp. i
ProdetTye: Langusge Prodct sty
2 Usess
o ctTpe bt apach i sever
= senerlist @
£ Settings
Annc. ' DetectionDate \  Server Contact Vulnerabilty Title Status . Memo
- 2 Taro Mitsui CVE2021.40438 CVSIZ 68 CYSSVED KEY

www.example.com

= tar
X, 0312345678

ProductType: Web. Product apache h.sever 2220

<

CVE-2022-30556 5
CVE-2017-9798 5
CVE-2010-4657 5

75

75

75

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

Apache HTTP Server 2.4 53 and earlier may retum lengths to appl
Produet Type: Wb Product apache h.sener

calling rwsread() that pol

Apache httpd dat
ProduetType: Wb Product apache h.sever

the Limit directh

PHPS before 5.4.4 Jid utf-8 strings via.
ProductType: Language Productphppho.

which ar,

‘The product may have vulnerabilies.

© Mitsui B

j Bussan Secure Directions, Inc. Allights reserved.
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Vulnerability details

e Clicking the vulnerability title link will allow you to view detailed information, countermeasures,
and related material.

e Additionally, it can reference other servers with the same vulnerability and provide instructions.

[ ]

Clicking the pop-up icon to the right of the title will allow you to view the vulnerability details in a
new tab.

L ove 011012 (=)
A crafted request uri-path can cause mod_proxy to forward the request to an origin server choosen by the remote user.
This issue affects Apache HTTP Server 2.4.48 and earlier.

D D IS CEED

= Related Servers @

No related servers.

= Server @

Server Contact Status
w2021

www.example.com & & taro.mitsui@example.com

. 555123-4567

© Vulnerability Detail @

Acrafted request uri-path can cause mod_proxy to forward the request to an origin server choosen by the remote user. This issue affects Apache HTTP Server 2.4.48 and earlier.

Countermeasure @

Please refer to the NIST NVD (National Vulnerability Database) and implement appropriate countermeasures.

< Related Information @

) [Known Exploited Vulnerabilities Catalog] CVE-2021-40438

https: cisa.gov/known-exploited: api_fulltext=CVE-2021-40438 &

[NVD] CVE-2021-40438

NISTNVD (National Vulnerability Database)
https://nvd nist.gov/vul |/CVE-2021-40438 &

Registering vulnerability notes

e You can register notes related to the vulnerability in the "Memos" section of the vulnerability
details. You can edit or delete the notes only within 24 hours of adding them.

e You can display a dialog box that allows you to perform the same operation by clicking the
"Memo" column on the list screen in each section.

© Mitsui Bussan Secure Directions, Inc. All rights reserved.
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Download vulnerability list

e To download the vulnerability list in CSV format, click the "Download" button at the top of the list.

e Select any required options, then click the "Download" button at the bottom of the screen to
begin the download.

e Please note that selecting options increase download times and the size of CSV files.

CSV Download

Click "Download" to download the CSV file.
To include additional details, select the desired options below.

[J Include vulnerability details @

[J Include vulnerability response status @
[ Include vulnerability memos @ :
Options

[ Include server management info @

[ Include latest undetected entries @

Check server misconfigurations

e The "Vulnerabilities" menu also allows you to view a list of vulnerabilities from the server's own
misconfiguration.

e Other operations are the same as in the "CVE" tab.

=¢ Example, Inc. a © Taro Mitsui

© Vulnerability List (12) @

L3 pashboard CVE Misconfiguration

= Assets 0| o< o >
R RiskLevel Title Number of affected servers

Q' Vuinerabili v [+ Basedon by a third party, we detected that the service "23/tcp" is publicly a 1

B m N D The sever certfcate has expired. 1

2 Users v cD 1

4 Vuinsca v @D U

& setng v <@

N @ avoutcany

© Mitsui Bussan Secure Directions, Inc. All rights reserved.
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Download misconfiguration list

e To download the misconfiguration list in CSV format, click the "Download" button at the top of
the list.

e Select any required options, then click the "Download" button at the bottom of the screen to
begin the download.

e Please note that selecting options increase download times and the size of CSV files.

CSV Download

Click "Download" to download the CSV file.
To include additional details, select the desired options below.

[J Include vulnerability details @
[ Include vulnerability response status @
[ Include vulnerability memos ®
[J Include vulnerability detection points @ O pt| ons
[J Include server management info &

[ Include latest undetected entries @

© Mitsui Bussan Secure Directions, Inc. All rights reserved. 35/47



Assign tasks to manage vulnerabilities

I Launch instructions for addressing vulnerabilities

e You can issue response instructions for vulnerabilities from the vulnerability list or the
vulnerability details screen.

Vulnerability response instruction Vulnerability response instruction

Manage task status

e Launched tasks are displayed as a task list and can be managed.

3 pashboard

= Assets Amc. D 1 RiskLevel & Tile v Domain 1. Server V. Status ', Memo DueDate . Update Date

1 @ path can cause mod_prox to forward st10 an orcin sener choosen example.com

Prociuct Type Wet Product spache ip e 2220

i Products

202021
soww example.com Notes on vulnerabiili.. @ # 20260617 04:50 2026-06-16 04:50
© Vunersbiltties

CREEY ' B
B Tesks

2 Usess

4 VuinScan

£ Setings

@ Avout CAAV
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Vulnerability scan

I Vulnerability scan overview

e This feature performs vulnerability scans on publicly accessible assets.

e By simply selecting the target asset from the CAAV interface, you can utilize the vulnerability
scanning feature, which goes beyond security checks to detect vulnerabilities from an
attacker's perspective (involving simulated attack packets).

e When utilizing the vulnerability scan, a separate dedicated license must be purchased.

e For license pricing and terms, please contact us (see "Contact").

CAAV vulnerability scan feature

Perform fully automated

i vulnerability scanning on the Assets
@ Instruct to scan the target assets e — —— =kl target assets. PP
Q o . ses tob - e e
o oo

I

£

@ Review the results report
notified upon completion

Vulnerability scan positioning

e Vulnerability scanning employs dedicated scanning tools to perform high-precision vulnerability
checks from an attacker's perspective and in a fully automated manner.

e Consequently, it can perform a deeper scan than security checks, enabling the detection of more
vulnerabilities.

e Please note that vulnerability scans involve simulated attack packets, which may trigger security
monitoring alerts.

-
[=]
=3

L)

Deep

[Manual]

Penetration Testing Engineers possessing advanced expertise utilize tools
employed by attackers to evaluate, analyze and test the
impact on target assets, such as intrusion and data theft. :

MBSD Professional
Services
Engineers with expertise investigate and report vulnerabilities by 1
combining tools with manual expertise. This enables the discovery of :
vulnerabilities that are difficult to detect fully automatically and 1
provides detailed support for addressing vulnerabilities. T v

[Fully automatic]

1
1
Using dedicated scanning tools, we execute simulated 1
attacks to investigate and report vulnerabilities. Compared :
to security checks, this enables deeper scanning, allowing !
us to discover a greater number of vulnerabilities. Scope of CAAV

Seryices

—————

[Manual]

Vulnerability Assessment

fully auto/manual line =

Vulnerability Scan

Whether or not an -
alert is triggered by » [Fully automatic]
security monitoring \. / Fully adtomatic 1
s%urity Ch9Ck Detect and report vulnerabilities using methods that do not impact the target :
N y system. As the techniques employed utilise the same communications as 1
general users, they do not trigger alerts in security monitoring systems. l

J10dai 0} uoiyndaxa woJj podd —m —»

ueas yum pajersosse yidap pue awiy
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Vulnerability scan target list

e You can view the list of target servers from the "Execution Management" tab in the "Vuln Scan"

menu.

e You can execute vulnerability scans by selecting the target servers from this screen.

=< Example Inc.

a © Taro Mitsui

4 Vulnerability Scan @

[ pashboard Execution Management License
&= Assets
@ The number of available vulnerability scan licenses is 9. If the scan is canceled or forcibly terminated, or if it ends in error, the license will be returned and available for use again.
When you click the "Plan Scan” button, i i will be di: includes the and time.

22 Products

© Vunembiities
B s Server . Operation . Emor Estimated Start Date . Startbate ', L ServerTag ¥
192021 & Taro Mitsui
2 Users v Ww‘;( example.com » - - 2025-12-01 05:00 £ & taro.mitsui@example.com [meso [ eo |
) . 555-123-4567
4 VuinScan
192022 N
portal.example.com > (0 contact
£ Settings
12023 N
stg.example.com 4 lo contacts
192031
vpni.example.com 14 No contacts
12032 N
vpn2.example.com 14 (o contacts.
198511000
198,51.100.0 4 No contacts
198511001
198.51.100.1 4 No contacts
108511002
198.51.100.2 4 No contacts
198511003
198.51.100.3 4 No contacts
we | <@
@ About CAAV

© Mitsui Bussan Secure Directions, Inc. All ights reserved

Vulnerability scan execution reservation

e Clicking the button (P) in the "Operation" column will display a confirmation screen.

e Clicking the "Plan Scan" button on the confirmation screen allows you to schedule the scan. The

scan will then run automatically when the scheduled start date and time arrives.

e The earliest scheduled start time for scanning is 1:00 am (UTC) on the next business day. This

depends on booking availability.

Plan the vulnerability scan for "www.example.com"?
The scheduled start date and time is 2025-12-04 01:00.

m ‘ Geneel

© Mitsui Bussan Secure Directions, Inc. All rights reserved.
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Vulnerability scan execution reservation cancellation

e Clicking the button in the "Operation" column for which a scan has been scheduled will display a
confirmation screen.

e Clicking the "Cancel Planned Scan" button on the confirmation screen will cancel the scheduled
scan.

e Cancellations can only be made before the scheduled start time of the scan. Upon cancellation,
the license will be returned.

Gancel the planned vulnerability scan for “www.example.com™?

Cancel Planned Scan Cancel

Vulnerability scan pre-execution notification

e Prior to start the vulnerability scan, advance notification emails will be sent to the supervisors,
server contacts, and those who initiated the vulnerability scan.

e To cancel a vulnerability scan, please log in to CAAV and follow the steps in "Vulnerability scan
execution reservation cancellation" to cancel.

Pre-notification for Vulnerability Scan of Server “www.example.com”

dmin@ g
A admin@caav.jp

The vulnerability scan will start as scheduled below.

Vulnerability Scan Target Server: www.example.com
Vulnerability Scan Start Date  : 2025-12-01T01:00:00+00:00

For details, please check "Vulnerability Scan" from the following link.

© Mitsui Bussan Secure Directions, Inc. All rights reserved. 39/47



Vulnerability scan start notification

e When the vulnerability scan starts, notification emails will be sent to the supervisors, server
contacts, and those who initiated the vulnerability scan.

Vulnerability Scan Start Notice for Server “www.example.com”

dmin@ Jd
A admin@caav.jp

The following vulnerability scan has been started.

Vulnerability Scan Target Server: www.example.com
Vulnerability Scan Start Date  :2025-12-01T01:00:00+00:00

For details, please check "Vulnerability Scan" from the following link.

Vulnerability scan execution forced termination

e Clicking the button (H) in the "Operation" column displays a confirmation screen.
e Clicking the "Terminate Scan" button on the confirmation screen will force the scan to terminate.

Upon forced termination, the license will be returned.

Do you want to forcibly terminate the vulnerability scan for
"www.example.com that is running?

© Mitsui Bussan Secure Directions, Inc. All rights reserved. 40/ 47



Vulnerability scan completion notification

e Upon completion of the vulnerability scan, notification emails will be sent to the supervisors,
server contacts, and those who initiated the vulnerability scan.

e Upon completion notification, you may view the vulnerability scan results report (refer to
"Vulnerability scan report").

Once the vulnerability scan is complete, license consumption will be finalized.

Vulnerability Scan Completion Notice for Server “www.example.com”

admin@caav.jp

A

The following vulnerability scan has been completed.

Vulnerability Scan Target Server: www.example.com
Vulnerability Scan End Date  :2025-12-01T06:00:00+00:00

Please check the vulnerability scan report from "Vulnerability Scan"
at the following link.

Vulnerability scan report

Referenced from "Vuln Scan" menu

e Once the vulnerability scan is complete, an arrow icon will appear in the "Latest Report" column.
e Clicking the arrow icon allows you to download the report in HTML format.

=< ExampleInc. a @ Taro Mitsui

4 Vulnerability Scan @

[ Dashboard Execution Management License
= Assets
@ The
] Wh
i Products "
©@ Vurembiities 0 o
E Tasks Server Operation Error Estimated Start Date Start Date Latest Scan Date Latest Report Server Contacts Server Tag
192021 A Taro Mitsui
2 Users ¥ wwwexample.com > - - 20251201 05:00 * & taro mitsui@example.com [aeso oo |
. 555-123-4567
W w022
portal.example.com > No contact
8 setings
w2023
stg.example.com » No contact
w2031
vpnl.example.com > N
w2022
vpn2.example.com > No contacts
1sas11000
198511000 4 - - - Na contacts
19851100,
198.51.100.1 4 - - - No contacts
as1I002
198.51.1002 4 - - - No contacts
1as11003
198.51.1003 4 - - - Na contacts
10 - o
@ About CAAV

© Mitsui Bussan Secure Directions, Inc. All rights reserved.
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Referenced from "Dashboard" menu

e Reports can also be downloaded from the "Reports" section within the "Dashboard".

e Clicking the "Title" of the report will allow you to download the report in HTML format.

=¢ Example Inc.

a © Taro Mitsui

Dashboard

Assets

Products

Vulnerabilities

Tasks

Users

Vuln Scan

4 -

Settings

@ pbout CAAY

-

) = [ Q

Vulnerability Security Checked Security Checked
Server Server Ratio
—Hi 0
11 e 4 —s 45% 1
e Medium L = Done
Low o Yet
— Info — hfe
— Secure
News @ “ Reports @ Q
Unread . Category . Title Date 4 Title 1, Note Registration Date -
[ vaintenance § [CAAV] Maintenance Notification 20251202 06:52 HRHBERF v~ - L—F (www.example.com 20251201 03:20

‘@

‘@

Vulnerability scan history

© Mitsui Bussan

Secure Directions, Inc. All ights reserved

e Click the arrow button to view the server's vulnerability scan history.

e From this history, you can view the execution dates and times of past vulnerability scans and their
reports.

=< Example Inc.

a @ Taro Mitsui

Dashboard

= Assets

Products

Vulnerabilities

Tasks

Users

Vuln Scan

& -

Seitings

@ avoutcav

4 Vulnerability Scan @

Execution Management  License

® The number of available vulnerability scan licenses is 9. If the scan is canceled o forcibly terminated, or if itends in error, the license wil be returned and available for use again.
When you click the "Plan Scan” button, a confirmation dialog will be displayed that includes the scheduled start date and time.

Server v 1, Operation 4 Emor Estimated Start Date
102021
wiww. example.com >
W Vulnerability Scan History (D)
Scan StartDate | Scan EndDate ', Status ', Error Report
2025-12-01 01:00 2025-12-01 05:.00 Normal End i
ERY X

152022
portal.example.com 4
102023

stg.example.com >
102031

ypnl.example.com >
192032

vpn2.example.com >
198511000

198.51.100.0 >
198511001

198.51.100.1 4
198511002

198.51.100.2 >
196511003

198.51.100.3 »

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

StartDate

Latest Scan Date ', Latest Report

20251201 05:00

le

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

o @
‘Server Contacts ServerTag

2 Taro Mitsui

= taro mitsui@example.com [ meso [ eo |

. 555-123-4567

No contacts
No contacts.
No contacts
No contacts
No contacts
No contacts.
No contacts

No contacts

42/47



Action to take when a vulnerability scan encounters an error

e Should the vulnerability scan encounter an error for any reason, a red icon will appear in the

"Error" column.

e Clicking the button in the "Operation" column allows you to schedule the scan to run again.

Should the vulnerability scan encounter an error, the license will be returned.

=¢ Example Inc.

a © Taro Mitsui

4 Vulnerability Scan @

Dashboard

\celed o forcibly terminated, or if it ends in error, the license will be returned and available for use again.

that includes the scheduled start date and time.

(] Execution Management  License
&= Assets
@ The number of available vulnerability scan licenses is 8. If the scan is can
- When you click the "Plan Scan' button, i
S Products e
©Q Vunembiities
B s Server Operation &
o L e B
& = vwwexample com O
4 wuinscan
w2022
portal example com >
£p  Settings
192023
stg.example.com >
192031
vpn1.example.com >
vpn2 example com >
198511000
198.51.100.0 >
108511001
198511001 >
18511002
198511002 4
108511003
198.51.1003 »

Eror 1, Estimated Start Date 1,

Start Date 1,

] - 2025-12-03 01:00

Latest Scan Date 1,

Latest Report ‘Server Contacts ServerTag 7
& Taro Mitsui
& taro.mitsui@example.com { Po

X, 555-123-4567

No contact;
No contacts
No contacts
No contact;
No contacts
No contacts
No contact;
No contacts

© Mitsui Bussan

Vulnerability Scan License

e You can check your current license status from the "License" tab.

Secure Directions, Inc. All rights reserved

e Please note that once the license expiry date has passed, you will no longer be able to run

vulnerability scans.

= Exampleinc.

+ Vulnerability Scan ®

Dashboard Execution Management License

0

Assets

Products
Purchase D /1,

Vulnerabilities XOOKXOOKKOOK KX KL KKXHRKXRKXNK

Tasks

Purchased Licenses ',

10

Remaining Licenses Expiration Date

9 2026-11-30 14:59:59

Users

Vuln Scan

L- MR T

Settings

© Mitsui Bussan Secure Directions, Inc. All rights reserved.
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Other

I Permissions for each role

e CAAV defines user roles as "Supervisor", "Chief", and "Worker". The permissions for each role are
outlined below.

Screen Name

Dashboard

Assets

Assets

Assets

Assets

Products

Vulnerabilities

Vulnerabilities

Tasks

Users

Users

Users

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

Path
/dashboard

/assets

/assets

/assets

/assets

/products

/vulnerabilities

/vulnerabilities

/tasks

/users

Jusers

Jusers

Feature

View dashboard

View server list

CSV download
of
FQDN/network
list

Register servers

Tag-based
server search

View product
list

View
vulnerability list

CSV download
of vulnerability
list

View task list
View user list

Invite users

Bulk invite users

Supervisor

v

Chief Worker

v

\/*

\/*

\/*

\/*

\/*

\/*

\/*

\/*

Overview

Screen for viewing
summaries, news,
and so on.

Screen for viewing
the server list.

Feature to output
FQDN list and
network list to
CSv.

Feature to register
servers manually.

Feature to filter
servers based on
tags assigned to
them.

Screen for viewing
a list of products
detected.

Screen for viewing
the vulnerability
list.

Feature to output
Vulnerability list to
CSv.

Screen for viewing
task list.

Screen for viewing
user list.

Feature to invite
users.

Feature to bulk
invite users.
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Screen Name

Users

Users

Users

Settings

Settings

Settings

Settings

Settings

Settings

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

Path

/users

Jusers

Jusers

/settings

/settings

/settings

/settings

/settings

/settings

Feature

Change user
roles

Disable/Enable
users

Unlock users

View settings

Update domain
hold status

Update domain
managed status

Update server
managed status

Update security
check target

Bulk update
server settings

Supervisor

v

Chief

Worker

Overview

Feature to change
user roles.

Feature to disable
(prevent from
loggingin) /
enable (grant
login permission)
users.

Feature to unlock
a locked user's
account.

Screen for
managing
domain/server
administration
and domain-
related
information used
by CAAV for
inventory
purposes.

Feature to
manage hold
status domains as
either managed or
unmanaged.

Feature to update
status of domains
as managed or
unmanaged.

Feature to update
status of servers
as managed or
unmanaged.

Feature to
select/deselect
servers subject to
security checks.

Feature to bulk
update server
settings.

45/ 47



Screen Name

Settings

Settings

Settings

Settings

Vulnerability
Details

Vulnerability
Details

Vulnerability
Details

Server Details

Server Details

Server Details

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

Path

/settings

/settings

/settings

/settings

/vulnerabilities

/vulnerabilities

/vulnerabilities

/assets

/assets

/assets

Feature

Delete/Restore
domain-related
Information

Register tags

Delete/Restore
tags

Update Email
notification
settings

View
vulnerability
details

View
vulnerability
problem points

Register
vulnerability
notes

View server
details

Attach/Detach
tags

Assign/Remove
server contacts

Supervisor

Worker

\/*

\/*

\/*

\/*

\/*

Overview

Feature to
delete/restore
domain-related
information.

Feature to register
tags.

Feature to
delete/restore
tags.

Feature to
configure email
notification
conditions for
security check
results.

Screen for viewing
vulnerability
details, displayed
when clicking the
vulnerability title
link.

Feature to view all
locations where
the vulnerability
was detected.

Feature for
register notes
about the
vulnerability.

Screen for viewing
server details,
displayed when
clicking the
server's name
link.

Feature to
attach/detach tags
to servers.

Feature to
assign/remove
server contacts.
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Screen Name

Server Details

Vulnerability
Scan

Vulnerability
Scan

Vulnerability
Scan

Vulnerability
Scan

Vulnerability
Scan

Vulnerability
Scan

Vulnerability
Scan

Path

/assets

/active-scan

/active-scan

/active-scan

/active-scan

/active-scan

/active-scan

/active-scan

Feature

Register server

notes

View execution

management

Plan execution

Cancel
execution

Terminate

execution

View reports

View history

View license

Supervisor

v

Chief
v

Worker
\/*

\/*

\/*

\/*

Overview

Feature for
register notes
about the server.

Screen for viewing
list of servers
subject to
vulnerability scan.

Feature to
schedule
vulnerability
scans.

Feature to cancel
scheduled
vulnerability
scans.

Feature to force-
terminate the
execution of
vulnerability
scans.

Feature to
download
vulnerability scan
result reports.

Feature to view
vulnerability scan
history.

Feature to view
license
information for
vulnerability
scans.

*The "Worker" user has access only to information about servers to which they are assigned as the

contact.

Contact

Mitsui Bussan Secure Directions, Inc.
CAAV Inquiry Desk

https://portal.caav.jp/inquiry

© Mitsui Bussan Secure Directions, Inc. All rights reserved.

Please contact us via the inquiry page below, or contact your CAAV sales representative.
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